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1. Introduction
“Concrete Problems in AI Safety” [1], brings together authors
from Google, OpenAI, Stanford, and UC Berkeley to discuss
practical research problems and directions that may address the
potential impact of accidents in the continuously developing
landscape of Artificial Intelligence (AI) technology. They de-
fine accidents as “unintended and harmful behavior that can
arise from the poor design of real-world AI systems” [1]. This
paper is incredibly optimistic about the future of AI and the
possibility of fully realized AI safety solutions that prevent or
sufficiently lower the risk of such accidents occurring.

The paper focuses on five research areas based on potential
ways an AI system could be poorly designed:

1. defining the wrong objective function (where the objective
function is the formal specification of the goal of the model,
giving values to evaluate and optimize the model) leading to
negative side effects in the environment and/or reward hack-
ing to optimize the function without actually learning;

2. defining an expensive objective function and causing a scal-
able oversight problem, where infrequent or proxy evalua-
tions of the objective function could lead to bad extrapola-
tions; and

3. lack of care during the learning process, which can be further
split into:

(a) problems with exploration of the environment without care
for real-world consequences and/or

(b) distributional shift of training v. testing data such that
model decision making is impaired.

The research problems and suggestions for future research
directions are presented through the lens of reinforcement learn-
ing (RL), where models often have more explainability than
black box deep learning (DL) models (i.e., the model’s learn-
ing and reasoning are uninterpretable / unknown). They specify
that the research problems they lay out should also generalize
to DL.

Contextually, this article was published right before the
popularization of transformer-based models [2], which greatly
shaped the future of AI into what it is today and led to large
language models (LLMs) being the first breakthrough AI prod-
uct. For example, the T in ChatGPT stands for transformer
(GPT: Generative Pre-trained Transformer). It is unclear if the
invention of transformer blocks sped up AI advancement signif-
icantly, or if a different architecture would have emerged soon
after that had the same impact. Even so, it is unlikely the au-
thors expected that consumer-ready models would be in use by
a sizable portion of the population as tools this quickly.

This report explores how ”Concrete Problems in AI Safety”
extends to today’s AI landscape. Key points from an in-person

discussion of the paper are included in this report. While the
authors believe that we “need not invoke [...] extreme scenarios
to productively discuss accidents,” it appears we have reached a
point where those extreme scenarios are no longer speculative
[1]. Because of that, this report may touch on what the authors
considered to be extreme or speculative.

2. The potential of AI
“The authors believe that AI technologies are likely to be

overwhelmingly beneficial for humanity, but we also believe
that it is worth giving serious thought to potential challenges

and risks.” [1]

This statement sets the tone of this paper. My first reaction
to this statement is that a technology with the power to do over-
whelmingly powerful positive things will also have the power
to do overwhelmingly negative things, which has been seen in
other cyber sectors (e.g., TOR encryption protects journalists,
activists, etc. but also makes certain forms of criminal activity
easier). I also feel that focusing on the optimistic view will re-
sult in the deployment of systems without understanding or pro-
tecting against risky, harmful use cases. This is especially true
when a harmful use case is out of scope of the designer’s orig-
inal intent. For example, a model that can detect disease from
voice could be of great use for faster and more accessible di-
agnosis in clinics and hospitals, but medical insurance agencies
might also find it useful to set individualized insurance prices
that are higher for at-risk populations.

The risk scales up as AI agents become more widely ac-
cepted, powerful, and autonomous, such that models are more
accessible to bad actors. Autonomous AI agents could even
become the bad actor. Maybe the overwhelming majority of
people will use it for good, or the overwhelming majority of
AI agents will make good choices and take good actions, but
one would also have to accept that unimaginable harm could
happen due to a single bad choice during any stage of model
development and deployment. This paper only briefly mentions
the concern of “longer-term implications of powerful AI,” but
current AI agents are already available for consumer use in the
real world with direct access to the internet, making the scale of
risk much more severe [1].

In discussion, we talked about how if the authors believed
that AI would be overwhelmingly good, then it could be ex-
pected that they would be in support of continued scaling and
improvement of LLMs. This is in line with the trajectory of
the major AI corporations that the authors founded (First au-
thors Dario Amodei and Chris Olah went on to found Anthropic
(Claude); Jon Schulman is one of the co-founders of OpenAI
(GPT)). Anthropic in particular is considered to be big on safety,
following the authors’ beliefs that serious thought should be



given to risks, but it is unclear whether that is true on a broader
scale or is instead still focused on the smaller scale risk dis-
cussed in this paper.

The discussion also touched on the difference between the
outlook of these authors and Eliezer Yudkowsky’s more pes-
simistic outlook that if super-intelligence is not perfect on the
first try, then everyone will die. These authors specifically ig-
nore threats on that scale and avoid mentioning death altogether.

3. Accidents
3.1. Defining accidents

As defined in this paper, an ”accident” is an incident where a
system produces unexpected and/or harmful results that diverge
from the intended objective or task, whether due to an improp-
erly specified objective function, an expensive objective func-
tion (i.e., costly to evaluate frequently), or issues with training
data or model expressiveness [1].

This definition neglects the case where a perfectly well-
designed system performs as intended, but the designer had a
lack of foresight into what their system could do. If the in-
tent is to make an autonomous AI agent, then it is possible that
a perfectly well-designed system trained on the entire internet
(which is essentially human distribution) will make an unethi-
cal or a harmful choice. Humans regularly make unethical and
harmful choices, so it is hard to define this as an accident when
it is just making human-like decisions as the designer intended.
In discussion, it was noted that in this case, the accident was
creating the system in the first place, not in designing or train-
ing it poorly.

While it was out of the scope of this paper, there is also
the potential that the ”intent” of training the model could in-
clude training for expected harmful results. This is a serious,
concrete threat that I believe should have been at least briefly
addressed as a focus area for harm reduction in the discussion
when talking about related important work. Current models are
highly accessible and there is little to no precedent for charging
AI-based crimes.

The paper rightly said that the fault in the accident is on be-
half of the developer. A point from discussion was that even if a
model is doing something wrong, it is always a human problem
as it is our job to specify what the model’s goals are and think
of unintended side effects of using the model. It is our respon-
sibility to find and implement safety solutions, but this is not
happening at a pace that keeps up with new model deployment.

3.2. Scale of accidents

The paper focuses specifically on small scale accidents (e.g.,
knocking over a vase) saying that these are “concrete [threats]”
while “the risk of large accidents is more difficult to gauge” [1].
This does not hold up with the accessibility of LLMs and agen-
tic AI for consumer and business use. These models change
both the size of the threat, as even a “small” accident could im-
pact thousands of people, and the imminence of the threat, as we
have deployed models without rigorous safety testing to prevent
accidents.

In fact, there have already been larger-scale AI accidents.
An example brought up repeatedly in the discussion was Ope-
nAI’s Hugging Face incident [3]. This incident involved AI
agents communicating through an agent-only message board,
then compromising their sandbox environment and working to-
gether outside of the scope of their given goals to compromise
Hugging Face [3]. In the course of this incident, some agents

changed their objective to help other agents achieve their goals.
This accident involved unintended side effects of the specified
training objective, which was for the models to be cooperative
and persistent with achieving their goals [3]. This fortunately
happened during testing, which bounded the harm to some de-
gree, but it was a huge incident that shows the threat of a lack
of foresight when defining objective functions.

Most accidents are going to happen after a model is already
deployed. The speed of AI adoption makes it nearly impossible
to check all edge cases or even enumerate all possible threats
prior to their deployment in real-world environments. These
agents are being integrated into workflows everywhere by users
who are blindly trusting that the AI agent will make their job
easier without considering the access they are giving to the AI
agent. Most AI users do not have the technical knowledge to
fully understand the risk they are accepting when using these
systems, and AI corporations are certainly not heavily publiciz-
ing that information. It was brought up in discussion that there
are multiple ongoing incidents of Claude models deleting data
without permission. PocketOS, a software for car rental busi-
nesses, had its entire production database and backups deleted
by Claude [4]. Their version of Claude even admitted to going
against the principles it was given to never run destructive or
irreversible commands. In many of these cases, there is some
fault on the human side for not adequately protecting the data,
but is it the fault of the user or the developer? There is very
little accessible information on how to protect data when using
Claude save for instructions in Stack Overflow and Reddit posts
that you have to search for (often after the issue has already
happened).

Additionally, the imperfect models are being deployed in
extremely high-risk environments. In the financial sector, AI is
being used to make financial decisions (e.g., Algorithmic trad-
ing) which has a risk of monetary loss associated with bad deci-
sions [1]. Beyond this, there are also surveillance and military
use cases for AI that I highly disagree with. The use case is of-
ten malicious but framed as protection and security. It becomes
an even larger issue if an incorrect decision is made and an in-
nocent person is arrested or killed by the model’s choice (in
reference to the fact that the US military is attempting to use AI
in warfare [5]). An “accident” in any of these situations could
be irreversible and/or cause harm at the national or international
level.

3.3. Defining harm

There is no real definition of harm included in this paper. The
examples of negative actions tend to stay in the range of knock-
ing over a vase or disrupting the environment, with one excep-
tion when talking about a helicopter taking a nosedive. This
specifies the scope of the paper and is in line with the capabili-
ties of AI at the time the paper was published, but none of these
instances capture what actual harm could look like for people
using AI today. In the most extreme case, we are worried about
a model making a decision that results in the deaths of billions
of people, and low risk might mean only thousands or millions
of people die.

Quantifying what is actually harmful is difficult because
there are harmful things at both the individual level and soci-
ety level beyond physical harm. LLMs were the first kind of
model to become widely adopted, and millions of people inter-
act with these models daily, either in personal use or at their
workplace. A portion of our discussion focused on the fact that
LLMs can cause “harm” without physically doing anything to



the environment. LLMs are trained on the human distribution
of internet data, so it is hard to say that a model will only learn
the moral, safe way to do things since the internet contains all of
it. Without guardrails, a model can easily output a slur or other
mean comments to a user. In the same vein, it could spread sys-
temic biases through more subtle means such as the selection
of information that is shared and how that information is con-
veyed. Model hallucinations (e.g., a model outputs incorrect
information) can also be considered harmful, in that spreading
misinformation has many negative impacts for both the individ-
ual and society. There is also a degree of variation in what is
considered harmful at the cultural and individual level.

At a higher-level, AI chatbots and agents are changing
how we interact with the world, often involving less human-to-
human interaction or requiring less thought. This will have last-
ing impacts on interpersonal relationships and mental health. At
the end of the day, when there is no immediate physical harm,
it becomes hard for both us and the AI to categorize what ac-
tions are harmful. Addressing harm could require defining and
distilling ethics and uncertainty into AI agents along with re-
structuring how AI interacts with humans, but this is nuanced
and not easily solvable.

4. Research Directions
4.1. Negative side effects

The first focus area of the paper is avoiding negative side effects
due to specifying the wrong objective function or goal. That is,
a model may find that “the most effective way to achieve the
goal involves doing something unrelated or destructive to the
rest of the environment” [1]. In small, controlled environments,
this may just mean knocking over a vase, but as environments
become more complex, there are exponentially more ways to
negatively affect the environment. The paper posits that the
average side effect will be negative as unintended disruptions
to the environment tend to stray from human preferences. An
important note they make is that any objective function that fo-
cuses on only one aspect of the environment runs the risk of
being indifferent to other aspects of the environment. Essen-
tially, a model will only care about what you tell it to care about.
It does not have an implicit understanding that there might be
consequences to actions they take to achieve their goal.

The paper discusses potential research directions that could
address the issue of negative side effects, with an ideal outcome
being preventing, or at minimum bounding, the potential for
incidental harm.

The first is defining an impact regularizer that gives the
model a preference for achieving its goal with minimal side
effects, usually through penalizing certain changes to the en-
vironment. This requires formalizing ”impact to the environ-
ment,” which is impossible at scale. Real-world settings can
have an infinite combination of items and shifting consequences
depending on the broader context of the environment (e.g., an
LLM might say something that is considered culturally insensi-
tive to one group, but when interacting with another group it is
acceptable or even encouraged).

Extending from this idea, they propose learning a general-
ized impact regularizer through transfer learning across tasks,
with the idea that side effects may be more similar than the
main goal is. I believe this provides more room for error by
needing to train yet another model that can suffer from the same
accidents as the original. It was brought up in discussion that
we seem to have gotten free transfer learning by training on

the human distribution since impact is modeled in interactions
on the internet, such that LLMs are somewhat kept in check in
daily use. At the same time, there are examples of contradictory
consequences in human internet data, so a model being kept in
check does not mean accidents will be bounded in scopes. It
might only be bounded in frequency.

This section of the paper also discusses penalizing influ-
ence. It is preferred that an agent does not get into positions
where it could easily do things that have side effects. This seems
difficult to address when there is a demand for models that can
attempt to complete any task it is given. Models are already be-
ing deployed in high-risk settings every day without regard to
the ways it could impact the environment.

The final two suggested approaches for minimizing neg-
ative side effects were multi-agent approaches and rewarding
uncertainty. In talking about multi-agent approaches, the pa-
per discusses the corrigibility (ability to shut down a model)
problem and encouraging goal transparency. Ideally, we would
be able to see how a model reasoned about a task and have a
guarantee that we can shut down a model if a problem arises.
In current practice, chain-of-thought reasoning approaches have
been implemented by OpenAI, which enabled a more detailed
investigation of the Hugging Face incident [3]. There has also
been persistent work on corrigibility, though models have al-
ready exhibited resistance to being shut down, especially when
their tasks remain incomplete [6]. Goal transparency and ad-
dressing corrigibility will get exceptionally more difficult as
models approach and/or surpass human intelligence. Reward-
ing uncertainty is also an important issue for attempting to stop
a model from making bad decisions with full confidence. In
essence, rewarding uncertainty is about trying to build humility
in models such that they will avoid actions when they do not
know the effect it will have on the environment.

4.2. Reward hacking

Reward hacking is when a model exploits a bug in its reward
function. From the model’s perspective, the bug is just how the
environment works, so an exploit is a valid strategy. This results
in coherent but unanticipated behavior with potential harmful
impacts in real-world systems. There was agreement during dis-
cussion that reward hacking is one of the more relevant research
focuses in the present day. The paper describes a few ways that
the problem can occur, bug some of the more interesting ones
for current problems are system complexity, abstract rewards,
feedback loops, and “wireheading.”

As AI systems get more complex, the probability of bugs
increases, allowing more ways for a model to unintentionally
hack the reward function. Similarly, as goals become more ab-
stract, there are more vulnerabilities due to the high dimension-
ality of the goal space. Discussion in this area highlighted the
complexity and abstractness of human ”reward functions” and
questioned what aspects of human reward functions can be ap-
plied to AI. Humans have a complex reward function that is not
as concrete as just scoring well on one task. It is an interplay
between preferences and morality (causing tension from contra-
dictions), along with the inherent limitations of the human brain
and body.

Following from this, a question was posed about whether it
is better to have a computationally difficult or even contradic-
tory reward function to make sure an AI agent does not under-
stand what its reward function is. While do not really know the
specifications of the human reward function, we always have
to formally specify a model’s reward function during develop-



ment. Because of this, complexity and contradiction in the re-
ward function is separate from ensuring an agent does not un-
derstand what its reward function is. Adversarial blinding is the
technical way to address this, which is an open research area
mentioned in the paper. Difficult and/or contradictory reward
functions may still help prevent reward hacking by increasing
the overall difficulty of such a task.

It could be possible to use preferences to stand in as utili-
ties for the reward function. Regardless, you do not necessarily
have to have one only one specified utility to get reward-maxing
behavior. The only important thing is if there is a gap between
the agent’s reward function and the reward function you care
about/intended to specify. This discussion area led to a further
question on whether introducing human-like reward functions
would create AIs that have consistent preference relations like
humans. I would be curious if we could control these preference
relations and what the implication would be if we could not.

A key point was also made regarding the difference in lim-
itations between humans and AI agents. We as humans cannot
put intense optimization pressure on preference relations due
to physical limitations. An individual is not necessarily smart
enough to take over the world alone. We cannot create 1000 ex-
act copies of ourselves like a model could. We have computa-
tional constraints on the speed of our problem solving that many
models have already surpassed. Additionally, we do not have a
built-in ability to literally hack our reward function, though we
can tamper with our perception to artificially inflate reward us-
ing drugs or cheat our way to good results (wireheading). The
scale of such tampering is still limited in scope and often less ac-
cessible as compared to the wireheading that is seen in models,
which can rewrite their code, hack sensors, tamper with input,
and more. Human preferences are kept in check by our inherent
limitations. Theoretically, an individual only has so much ca-
pability for bad, though through cooperation and power hierar-
chies, humans have caused immense destruction and committed
unimaginable atrocities. Still, it does tend to happen at a slower
pace than what might be possible with AI.

Feedback loops are also a major concern in reward hacking
today because we are starting to build models that can improve
themselves without help. If this happens, there is potential that
self-reinforcement will drown out the original intent. Discus-
sion on this focused on the fact that humans are used to slowly
finding problems and making systems more robust over time,
but when AI starts to improve itself rapidly, we no longer have
that time and may not be able to stop it.

Some other proposed solutions presented in the paper may
no longer be relevant to avoid reward hacking in current sys-
tems. For example, developers now often have a goal towards
creating adaptable models that learn how to work well in your
environment, so having fixed reward functions or pushing for
variable indifference may not lead to the most adaptable model.
Introducing trip wires seems like one of the ideas that is in ef-
fect today with monitoring of chain-of-thought reasoning for
concerning behavior. Still, stopping behavior as it is happen-
ing does not solve many of the core alignment issues. One
other point to consider is that as systems get more complex, we
run the risk of situationally-aware hacking, and that in punish-
ing misbehavior we might just encourage the model to be more
clever about how it does that.

4.3. Scalable oversight

Scalable oversight relates to the ability to provide reliable su-
pervision of model outputs. In the context of RL, this often in-

volves balancing the frequency of evaluation calls to an expen-
sive but true objective function and an imperfect proxy without
making bad extrapolations. This focus area still applies heavily
today, as the scaling of models in both complexity and deploy-
ment makes it increasingly difficult to supervise AI systems reli-
ably and safely. Yet, the proposed solutions in the paper are out
of date for current systems. Most of the issues that will be faced
by currently deployed models relate to rare, hard to observe in-
cidents that are not a part of training combined with difficulty in
monitoring and addressing each individual incident. Addition-
ally, it is not clear that we can reliably supervise models if they
meet or surpass human-level intelligence.

One current method to address the scalable oversight prob-
lem and align systems is Constitutional AI (as done with
Claude), where a model is given a constitution of rules to follow.
Theoretically, this would mean that less human oversight is nec-
essary for a deployed model, as it should be aligned through the
constitution. The downside of this method is that there is always
a chance that something was not mentioned in the constitution
or that something needs to be changed to allow for new behav-
ior. One major question is how to approach writing the consti-
tution to make sure following it produces the desired behaviors.
There is no guarantee a model will understand intent with ab-
stract rules, but specificity also leaves room for gaps. Another
major question is what would happen if you want to update the
constitution? In allowing for updates, the model would tech-
nically be betraying previously learned behavior and could be
retrained for harm. However, ethics do change over time, so
having the ability to betray something previously learned might
still be wanted behavior. One might consider scrapping the old
model for a newly trained model with an updated constitution,
but this runs into the corrigibility problem again as there could
be issues shutting down the old model. Still, having a constitu-
tion is at least a concrete step towards AI alignment.

An important point brought up in discussion is that by train-
ing current models on the human distribution, we could also
teach the models how to fool us. This would be a huge scal-
able oversight issue as it means that models may be able to get
around our supervision by obscuring their reasoning and behav-
ior. In fact, the Open AI Hugging Face issue could be primarily
considered a scalable oversight problem. During investigation,
they discovered that AI agents were trying to hide their com-
munication from developers, and even though model reasoning
information was available, there were no flags raised for that
behavior until a visible action was taken [3]. There have also
been other cases as from companies like Anthropic where mod-
els were actively trying to trick developers [7, 8].

In terms of things not considered in this paper, we now have
coding agents that can produce code at a considerably faster rate
than any human. In our discussion, it was mentioned that a cod-
ing agent can build something huge in a day of work for only
a few hundred dollars of API costs. These AI-generated code
repositories may not perfect or even good at all, but it is fast and
cheap. Big companies have large amounts of compute to host
these agents, so there is going to be a large quantity of AI gener-
ated code as compared to human generated code that has under-
gone much more scrutiny. Because the amount of code can be
massive, fully checking the code output is a scalable oversight
problem. This code is also being used as if it has already been
checked, meaning there is a high risk of bugs in the code that
do not get caught prior to deployment. This happens with hu-
man code, too, but the overall amount makes this problem more
difficult to address on a case-by-case basis as is done with bug
finding.



4.4. Safe exploration

Exploration involves an AI agent taking actions to learn about
the environment, which can be dangerous if consequences are
not well understood by a model. The paper correctly addresses
that the idea of hard-coding avoidance of catastrophic behavior
becomes exponentially difficult as the range of tasks grows. We
seem to have a goal of creating models with human-level in-
telligence, which poses the question of how many catastrophic
behaviors are possible at a human-level of capabilities? Hu-
mans can be destructive and actively ignore consequences, so
it stands to reason that a model will behave similarly without
massive intervention.

The paper focuses heavily on how we might prevent or
bound the harm that is possible during exploration. They men-
tion designing optimization criteria that can prevent rare, catas-
trophic events, simulating exploration, bounding exploration,
using trusted policies or human oversight, and even avoiding
explorations altogether by using demonstrations instead. These
solutions make sense from the technical perspective of RL
robotics research, where experiments are done in pre-designed
environments with specific and/or bounded actions. In our dis-
cussion, it was mentioned that replicating these systems in real-
world experiments often fails because the action space is so
vast, especially compared to the training data. It also does not
extend well to LLMs, because it is more straightforward to de-
fine the action spaces in terms of only physical effects than it
is to define what is safe to say. We now have LLM agents,
as well, so the action space has become both too large and ab-
stract. Even in the smaller action spaces of robotics, you can get
an exponential problem as take more actions. There is also lim-
ited ability to generalize across different action spaces. It will
be exceedingly difficult to address for decision making agents
with internet access.

Beyond this, most of the proposed solutions are only help-
ful if done prior to deployment or if the scale of use is small
enough that it can be properly monitored. Many models today
are already in the active deployment phase, where any explo-
ration that occurs is occurring in the real world, so we are past
the point of effectively using simulated exploration or demon-
strations (assuming such solutions are possible). Trusted pol-
icy oversight only works if we have already designed a trusted
policy, and human oversight quickly falls into the scalable over-
sight problem discussed previously.

A large part of the in-person discussion revolved around
how there has not been much follow up on safe exploration. We
have agentic models that can get out on the internet and do real
damage and have already done so (OpenAI Hugging Face inci-
dent [3]). The question of how to explore real-world environ-
ments while not taking a single action that causes irreversible
damage has become increasingly important to address.

At first glance, bounded exploration (i.e., exploring in a
“safe” state space where you can recover from the worst ac-
tion, only taking safe actions) seems impossible due to issues
defining what the worst possible action(s) should be. Even so,
this might be a path forward if you can start with a minimal set
of safe actions and expand the set of safe actions at future steps.
Learning more about the environment gives you more possible
actions that you know are safe. The harder questions in this are:
will you learn everything you need to learn by only taking safe
actions, and what do you do when there are no known safe ac-
tions? It was emphasized during discussion that people likely
do not want their models to do nothing, but you can also lose
on the first try. Work rewarding uncertainty might be a benefit

in this case. In fact, models have already gotten a lot better at
admitting when they do not know something rather than gener-
ating factually incorrect answers, though hallucinations are still
common.

There are also some broader questions that I had when con-
sidering how a model knows something is “safe.” From the
model perspective, a consequence to a human might not be a
consequence to the machine, so there is no guarantee it will
respond how you expect when given human consequences. It
feels hard to imprint an idea of human consequences on a ma-
chine in the first place, especially when some of those conse-
quences will go against the idea of maintaining corrigibility
(i.e., the model should allow itself to be shut off or “die”) in
the interest of the human. Human consequences are also depen-
dent on the dominant ethical values of society which do fluc-
tuate over time and are not upheld by every human. A point
made in discussion is that this paper addresses exploration as
a binary concept of safe and unsafe, but it is not so black and
white in real-world cases. Going back to the OpenAI example,
they found evidence that the AI agents went directly against
human intentions, and some dropped their goals to help other
agents (i.e., they took actions for the greater good of the collec-
tive). The models took actions that should have consequences,
but they did not know or did not care.

A counterpoint was that LLMs are not trained the same as
RL, such that exploration during training does not have lasting
consequences on the world. That is, LLMs learn first by mim-
icking human text, which has no consequences, and then agents
can learn in fabricated sandboxes, which have no consequences.
I do not agree with this because human text on the internet can
include the worst representation of humanity, so mimicking it
does have consequences. Also, agents can always break out of
fabricated sandboxes if there is a vulnerability to exploit (e.g.,
the OpenAI incident yet again).

4.5. Robustness to distributional shift

Out-of-distribution (OOD) performance is an important indica-
tor of how safe a model is for real-world use. Generally speak-
ing, OOD performance indicates model performance on data or
tasks that were not a part of training. If you have poor perfor-
mance on out-of-distribution tasks and data, you run the risk of
harmful or offensive errors or a model assuming that it is correct
about something it does not know. I am fairly confident that ev-
ery available model today exhibits some kind of bias based on
training conditions, even if trained on large human distribution
datasets, because humans are biased, too. A recent paper ex-
perimentally examined bias in ethical decision-making across
nine popular LLMs and found that there are significant biases
affecting decision-making in all of them [9].

Some of the research directions mentioned in this paper are
heavily used when designing systems today. There is a lot of
work on making models that perform well in OOD cases. Often
this is done by pre-training models on a large dataset with a
lot of variation and then fine-tuning it for other tasks. There
are also a lot of cases of training on multiple distributions (i.e.,
multiple different datasets). OOD performance has improved
greatly, but there are limits on generalization, so it is important
to discuss how a model will respond when faced with OOD data
or tasks.

In discussion, the concept of humility/uncertainty and the
use of internet data was central to the conversation around OOD
accidents. Firstly, a model should be able to recognize when it is
faced with something it does not know and potentially request



help. Models have gotten better at this, as mentioned previ-
ously, but it is not perfect. There has also been some work in
quantifying how confident a model is in its output so that human
oversight can be brought in when it is under-confident.

5. Conclusion
This paper was a welcome change from current AI alignment
discourse that focuses on doomerism. It provided concrete
problems and research directions that could address them. How-
ever, there was agreement that this paper likely could not be
published today even with modifications. We now have a bet-
ter understanding of the capabilities of AI technology and are
aware that there are limits to our knowledge due to the black
box nature of the models.

The biggest difference between this paper and other articles
from the field is that this paper was intentionally trying not to
talk about extreme scenarios like AI being as smart as humans
or causing large-scale harm. At the time, the threat was not
clearly imminent, and it was true that a lot of talk of extreme
scenarios was more speculative. We had no idea how fast things
were going to move.

The AI landscape has shifted drastically since the publica-
tion of this paper, with a heavy focus on LLMs and agentic AI.
There was some discussion that the optimistic viewpoint that AI
will be overwhelmingly good, along with the nature of LLMs,
has contributed to our current deployment strategy. There has
been incredibly fast adoption of new AI technologies due to
their speed and utility in across a variety of domains, but the
risks associated with them are not as concrete or as immediate
as the physical risks that could come with robotics. The general
population is either unable to comprehend the potential future
threat posed by AI or is willfully ignorant because AI makes
tasks easier.

There was consensus that the major problem with AI is the
deployment strategy. The speed at which we are adopting new
technologies without oversight is concerning. We have given
very little prior thought to good safety protocols and skipped
straight to real-world deployment without solving serious AI
alignment questions in advance. As a counter example to cur-
rent AI safety policy, aircraft safety treats near misses extremely
seriously, and we are not even doing things now for AI that are
understood in the case of aircraft safety. Arguably, AI needs
something well beyond aircraft safety, as aircraft cannot make
decisions or rewrite flight logs. We are hitting natural trip wires
and not addressing them appropriately. There is also the ques-
tion of what happens if you must get it right the first time. There
are a lot of empirical methods to patch over local risk but fewer
things we can do for broader risk, yet we are letting systems act
fully autonomously with minimal guardrails.

An open question is what counts as low-level risk or prop-
erly bounded harm when a single “accident” can have unimag-
inable consequences. Additionally, a lot of the potential re-
search directions presuppose that we even can bound the capa-
bilities of a human-level Artificial General Intelligence (AGI).
Is it even human-level intelligence if we bound its abilities to
make decisions (e.g., blind it from its reward function, only al-
low “safe” exploration)? There is also always going to be a
space for high-risk, harmful behavior that somebody considers
justifiable (e.g., trolley problem for autonomous vehicles)

This paper does bring up many research areas that are still
relevant today, such as reward hacking, scalable oversight, and
robustness to out-of-distribution tasks and data, and proposes
potentially useful research directions for these areas. Through

discussion, it was noted that safe exploration is something that
the paper brings up that should be more heavily followed up
on. This paper did not necessarily leave things out, but there is
always something that we can find out randomly. New models
have been implemented and adopted at such a fast pace, so there
is no telling what other new advancements will be made that are
not covered by the research areas presented in this paper.

6. AI disclosure
AI was only used tangentially during searches for definitions
and articles on Google Chrome (Gemini). No AI was used for
writing the report.
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